PRIVACY NOTICE CCTV

PRIDE IN EXCELLENCE

We, Purley Oaks Primary School, are a data controller for the purposes of the General Data
Protection Regulation (GDPR). We collect and use static or moving imagery of you via CCTV
surveillance systems as you are present on the school premises. The school as data controller of
CCTV imagery is responsible for determining the purposes of personal data and how it is
processed.

As a pupil, staff member or visitor, you are the data subject as CCTV imagery will make you
identifiable through your physical appearance.

Why the school uses CCTV

The school feels that it is necessary to use CCTV cameras to maintain a safe environment for all
pupils, staff and visitors.

The use of CCTV helps to ensure that:

The welfare of pupils, staff and visitors is protected.

Criminal acts are deterred or dealt with.

The school can assist the police in identifying people who have committed an offence.
Crimes can be prevented, investigated and detected.

The security of the school site is monitored.

The school has a lawful basis for using CCTV imagery with the appropriate consideration given
to the UK GDPR and relevant schedules of the Data Protection Act 2018.

The school’s accountability

The school recognises its requirement to maintain accountability and to take responsibility for
how it complies with data protection legislation when processing data.

The school is under a duty to register its details with the Information Commissioner’s Office (ICO)
and to:

o Tell people that they may be recorded, e.g. via clearly visible signs.
e Control who can see the recordings.
® Ensure the system is only used for the purpose it was intended for.

The school’s Data Protection Policy outlines how it will remain accountable for its actions when
processing personal data. A copy of this is available on the school website.

Every effort has been made to position cameras in a way that avoids any unintentional capture
of private land or individuals that are not on the school premises.



Under Article 30 of the UK GDPR, the school is required to maintain a record of the data
processing activities that are taking place and will therefore ensure that the purpose of CCTV
surveillance is lawful.

The school will perform a Data Protection Impact Assessment where it believes that processing
of data retrieved from CCTV surveillance is likely to result in a high risk to individuals — this will
include an assessment of whether the use of surveillance is appropriate in the circumstances and
whether processing may have an impact on individuals’ rights and freedoms.

The school will never ignore images captured on CCTV which depict criminal activity, gross
misconduct or behaviour that puts individuals at risk.

Storage of digital CCTV imagery

The school will not keep a record of CCTV imagery for longer than it is needed and will define
the length of time that each article of CCTV imagery is required to be held by the school.

Images captured by CCTV will not usually be kept for longer than 30 days; however, imagery
required for investigatory purposes may be retained for longer.

CCTV imagery will be securely stored and only a limited number of authorised individuals will be
able to access it.

Recorded images will usually only be viewed in investigatory circumstances, e.g. if a crime has
been committed or where an allegation has been made.

Only authorised individuals will have access to the room in which CCTV imagery can be viewed;
however, CCTV imagery that depicts criminal activity may be handed over to the police.

For CCTV imagery that is being retained, e.g. for evidential purposes, it will be kept in an area
that is only accessible by the DPO and, where relevant, the police. The DPO will clearly explain
and record the reason for its retention and where it is kept.

Data subjects’ rights and raising complaints
Under the UK GDPR, you have the right to:

Access your personal data by making a subject access request.

e Have information regarding you erased or restricted, as long as this information is not
required under a lawful basis for processing as outlined in the UK GDPR, e.g. where
CCTV imagery depicts a data subject engaging in criminal activity.

o Object to the processing of your information.

If you are unhappy with the way that the school is using CCTV to record you or someone you
know, please contact the school’s DPO on contact details who will be able to provide more
information on why CCTV is being used, deal with any concerns and allow you to see an example
of what cameras are recording.



Requests to view CCTV imagery will only be valid where it depicts an image of you or an empty

space.

Where requests are made to see an example of CCTV imagery, as long as the request is valid,
this will be provided within one calendar month.

If you have raised a complaint that has not been resolved internally by the school, you can refer
the matter to the ICO, who can investigate and decide on how to manage any data protection

concerns you raise with them.

Contact

The Data Protection Officer, Judicium Education, can be contacted by e-mail on:

dataservices@judicium.com

If you would like to discuss anything in this privacy notice, please contact:

Lisa Murphy
School Business Leader
Purley Oaks Primary School

Bynes Road
South Croydon
CR2 OPR

Tel: 020 8688 4268

Email: dataprotection@purleyoaks.croydon.sch.uk
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